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® Nmap 7.80 was released for DEFCON 27! [release notes M

* Nmap 7.70 is now available! [release notes | download]

* Nmap turned 20 years old on September 1, 2017! Celebrate by reading the original Phrack #51 article. #Nmap20!

* Nmap 7.60 is now available! [release notes | download]

* Nmap 7.50 is now available! [release notes | download]

* Nmap 7 is now available! [release notes | download]

* We're pleased to release our new and Improved Icons of the Web project—a 3-gigapixel interactive collage of the top million s
* Nmap has been discovered in two new movies! It's used to hack Matt Damon's brain in Elysium and also to launch nuclear mis
* We're delighted to announce Nmap 6 40 with 14 new NSE scripts, hundreds of new OS5 and version detection signatures, and n
* We just released Nmap 6.25 with 85 new NSE scripts, performance improvements, better OS/version detection, and more! [Ar
* Any release as big as Nmap 6 is bound to uncover a few bugs. We've now fixed them with Nmap 6.01!

* Nmap 6 is now available! [release notes | download]

* The security community has spoken! 3,000 of you shared favorite security tools for our relaunched SecTools Org. It 1s sort of |
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Microsoft Windows binaries

Please read the Windows section of the Install Guide for imitations and installation mstructio
dependencies and also the Zenmap GUI) or the much smaller command-line zip file version ’
.., newer. We also maintain a guide for users who must run Nmap on earlier Windows releases..

- Note: The version of Npcap mcluded in our installers may not always be the latest version. If
nstall the latest Npcap release.

The Nmap executable Windows installer can handle Npcap installation, registry performanc
location. It also includes the Zenmap graphical frontend. Skip all the complexity of the Windc

Latest stable release self—installer:lgmae—? .Sﬂ—setue.exel
.| Latest Npcap release self-installer: npcap-0.9984. exe
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= Zenmap

Scan  Jools Profile Help
Target: | ~ | Profile: | Intense scan ~ Scan Cancel

Command: | nmap-T4 -A -v

Services MNmap Output Ports / Hosts Topology Host Details  Scans

0% 4 Host & Details

B zenmap I EFE 7, AT LLLE Target: Jaf A\ Hin ip Bl EL, 7E Profile: J&ik
PRI, fish Scan, BUFTRLBHATHAH . ALK Profile HH KA H R, A% T,
AUFERAET -
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=: Nmap H#iSH
nmap -V //BEE nmap A CKRER V) AT --version

Target: ~ | Profile: i~ 15

Command: fnmap -V ___|
Services Mmap Output  Ports / Hosts Topology Host Details  Scans

05 4 Host - nmap --version ie

Mmap wversion 7.88 ( https://nmap.org )

Platform: i686-pc-windows-windows

Compiled with: nmap-liblua-5.3.5 openssl-1.8.2s nmap-libssh2-1.8.2 nmap-
libz-1.2.11 nmap-libpcre-7.6 Npcap-8.9984 nmap-libdnet-1.12 ipvé

Compiled without:
Available nsock engines: iocp poll select

nmap -sP Hixip //Ping 34, &i% icmp echo request il A& S FFHL
[/EFTH -sn FoRAL ping #3948, A4 4

Command: |hmap -sn 10.18.195.2

Services Nmap Output Ports / Hosts  Topology Host Details  Scans

05 4 Host - nmap -sn 10.18,195.2 et L
& 10.18.195.2 Starting Mmap 7.88@ ( https://rmap.org ) at 2019-11-28 14:82 China Standard Time
Nman an _report for 186.18.195.2
8.88s latency).
MCROaress. 14:18:77: % m 88 (Dell)
Nmap done: 1 IP address (1 host up) =scanned in 2.92 seconds
nmap -sn HARM B/ FRIREEALE [ EEA W BEHLI 341

Command: | nmap -sn 10.18.195.0/24

Services Nmap Output Ports / Hosts  Topelogy Host Details  Scans

05 4 Host - nmap -sn 10.18,195,0/24
& 10.18.195.1 Starting Mmap 7.88 ( https://nmap.org )} at 2819-1:
MNmap scan report for 16.18.195.1
# 10181952 Host is up (8.88s latency).
W 10.12.195.3 MAC Address: 14:18:77 .= 'ma (Dell)
Nmap scan report for 106.18.195.2
10181954 Host is up (8.88s latency).
MAC Address: 14:18:77 s @ =8 (Dell)
B 10781955 Nmap scan report for 18.18.195.3
B 10121956 Host is up (8.88s latency).
MAC Address: 14:18:77 = {Dell)
& 1081957 Nmap scan report for 18.18.195.4
Host is up (@.88s latency).
101819510 MAC Address: 14:18:77 =0l (Dell)
W 10,18.195.40 Nmap scan report for 18.18.195.5
Host is up (@.86s latency).
W 10.18.195.41 MAC Address: 38:63:BB:ua {Hewlett Packard)



nmap -sT Hizip //TCP connect()¥14#, 1% FH 56 8 1 = K38 T8 0 e 7814 i 11
[/ B FR A v LY L, U BRIA R A4 Nmap & L E o 1
J/AES B, BRINAZR AT ping 14, ping BENA AT T —2 1
[V, L ENA RV ping B, i FHERE A 23T

Command: -nmap—sT'ID.'IE.'IQS.E

Hosts [l Services Nmap Output  Ports / Hosts Topology Host Details  Scans
Serice ~  |nmap-sT10.18.195.2 b2
eklogin Starting Nmap 7.88 ( https://nmap.org ) at 2019-11-28 14:19 China Standard Ti

Nmap scan report for 10.18.195.2

microsoft-ds Host is up (@.@8e855s latency).

FETPY 1t g Not shown: 986 filtered ports
PORT STATE SERVICE
msmg 135/tcp open  Msrpc

139/tcp open netbios-ssn

msmgq-mgmt 445/tcp open microsoft-ds

msrpc 1801/tcp open msmg
2183/tcp open zephyr-clt
netbios-ssn 2185/tcp open eklogin
2187 /tcp open msmg-mgmt
Hikrawn 2179/tcp open wvmrdp
vmrdp 3389/tcp open ms-wbt-server
49153/tcp open unknown
zephyr-clt 49154 /tcp open unknown

49156/tcp open unknown
49157 /tcp open unknown
49168/tcp open unknown
MAC Address: 14:18:77: o @ (Dell)

Mmap done: 1 IP address (1 host up) scanned in 46.34 seconds
nmap -sT -p 1-10000 -Pn Hixip //-p 8 RE T g 11 B 13
//-Pn FRAHEAT ping 94, AERT ping 1358
[/ AT G 34, AT H-PO RIRAS ping H A

Command: |nmap -sT-p 1-1000 -Pn 10,18,195.2

Hosts Mmap Output Ports / Hosts Topology Host Details Scans

e - nmap -sT -p 1-1000 -Pn 10.18.195.2
eklogin Starting Nmap 7.88 ( https://nmap.org ) at 2019-11-28 14:26 China 5tan
. Nmap scan report for 18.18.195.2
microsoft-ds Host is up (8.88s latency).
P LR Mot shown: 997 filtered ports
PORT STATE SERVICE
mMsmg 135/tcp open msrpc

139/tcp open netbios-ssn

msmg-mgmt 445/tcp open microsoft-ds

msrpc

MNmap done: 1 IP address (1 host up) scanned in 46.83 seconds
nethins-csn |

Command: |nmap -sT-p 99 -Pn 10.12.195.2

Hosts _ Mmap Output Ports / Hosts  Topology Host Details  Scans

Service - nmap -s1 -p 99 -Pn 10.12.195.2

eklogin Starting Mmap 7.88 ( https://nmap.org ) at 20619-11-28 14:
Nmap scan report for 19.18.195.2

metagram Host iz up.

microsoft-ds
PORT STATE SERVICE
ms-wht-server 949/tcp filtered metagran

=g Mmap done: 1 IP address (1 host up) scanned in 4.89 secor



nmap -sS H#Rip J/SYN -4, H R syn BALH tep LR A, XA
/15 syn-ack MR Rus DA W, [FIE rst WA, JoEIE N
[/ZR7RHE 5 KBS %€ T

Command: |nmap -s5-p 1-1000 -Pn 10.18.195.2

Hosts Mmap Cutput  Ports / Hosts Topology Host Details Scans

o - nmap -s5-p 1-1000 -Pn 10.18.195.2

eklogin Starting Mmap 7.88 ( https://nmap.org ) at 2019-11-28 14:33
" Nmap scan report for 18.18.195.2

microsoft-ds Host is up (©.88s latency).

o RS Mot shown: 997 filtered ports

PORT STATE SERVICE

135/tcp open msrpc
139/tcp open netbios-ssn

e b L 445/tcp open microsoft-ds

nmap -sA Hizip /IACK 334, HURIE ack EALMY tep BINEL, XI5 RIE rst 4
/1M BBI7 K s A L2 s 11, JE (] SR AN 28 2 75 T F It v 1
Command:  |nmap -sT -p 8000 -Pn 10.18.195.2

Hosts Mmap Cutput Ports/ Hosts Topology Host Detail:  Scan

Service «  |nmap -sT -p 8000 -Pn 10.18,195.2
eklogin

S

Starting Mmap 7.88 ( https://nmap.org ) at 281

Nmap scan report for 18.18.195.2
http-alt Host is up.

microsoft-ds

PORT STATE SERVICE
ms-wht-server ga@a/tcp filtered http-alt
nmap -sS -sV -p 80 -Pn 103.133.176.168 //-sV FE BRI 3 1106k 7 PRI 25 AR A

Command: | nrmap -s5 -s\ -p 80 -Pn 103.133.176.168

Hosts Mmap Output Ports / Hosts Topology Host Details  Scans

Copnice & |nmap -s5-sV -p 80 -Pn 103,133.176.168
eklogin Starting Mmap 7.8@ ( https://nmap.org ) at 2019-11
Mmap scan report for 183.133.176.168

http Host is up (©.88s latency).

http-alt

FORT S5TATE SERVICE
microsoft-ds 88/tcp open http Apache httpd

me-wht-server

nmap -55 -p 80 -Pn 103.133.176.168

starting Nmap 7.88 ( https://nmap.org )} at 2819-11-
Nmap scan report for 183.133.176.168
Host is up (9.88s latency).

PORT STATE SERVICE
88/tcp open htip



nmap -sn -PS 10.18.195.2 //-PS FRIRSEH SYN FHiHf & EHLR B IFHL, Fab A7 1
/A%, osyn HRRERE NN OS, —BEA—1FRE
[/ 2 ENLIFHL . 27 R AR N ENLE A T LA RS FE 4 oAt
/1, ATLMER -sn 4.

Command: | nmap -sn -P5 'ID.'IE.'IQS.EI

Hosts Mmap Output Ports/ Hosts Topolegy Hoest Details  Scans

C i - nmap -sn -P5 10.18.195.2

eklogin Starting Mmap 7.88 ( https://nmap.org ) at 2819-1
Mmap scan report for 18.18.195.2

http Host is up (@.88z latency).

http-alt MAC Address: 14:18:77 | m R (Dell)

Mmap done: 1 IP address (1 host up) scanned in @,

mirrn:n'H'-H:.

nmap -sn -PA 10.18.195.2 //-PA FoRJe A ACK FH5 € ENE B IFHL, P T 1
[/, M ack I R 2 HE A0S, —BF—MERE
[/ 2 ENLIFAL . 27 R AR N N A TF LA AE FE 4 oAt
/1, ATLMER -sn 4.

Command: | nrap -sn -PA 10.18.195.2

Hosts Mmap Output Ports / Hosts Topology Host Details  Scans

Corvica - nmapg -sn -PA 10,18.195.2

eklogin Starting Mmap 7.88 ( https://nmap.org } at 26819-11-28 1
Mmap scan report for 16.18.195.2

http Host iz up (@.88z latency).

http-alt MAC Address: 14:18:77:1 m B (Dell)

Mmap done:; 1 IP address (1 host up) scanned in @.36 sec

nmap -sn -PE 10.18.195.2 //-PE /RS H icmp Echo request $4#i#fi i€ F L2 T AL
[/ PR EAT v 4

/135 RN EALI 15 T A AR P4 i 1
[/FTUAEH -sn 245,

Command: |nmap -sn -PE 10.12.195.2

Hosts Mmap Output Ports/ Hosts Topolegy Hest Details  Scan:

Coinice - nmap -sn -PE 10,18.195.2

eklogin Starting Mmap 7.88 ( https://nmap.org )} at 281
Mmap scan report for 18.18.195.2

http Host is up (@.88z latency).

http-alt MAC Address: 14:18:77 | m EE (Dell)

Mmap done:; 1 IP address (1 host up) scanned in
microsoft-ds



nmap
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Command: |nmap -A 10,18.193.2
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Command:
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Host -
10.18.195.1

10.18.195.2
10.18.195.3
10.18.195.4
10.18.195.5
10.18.195.6
10.13.195.7
10.18.195.10
10.18.195.40
10.18.195.41
10.18.195.42
10.18.195.43
10.18.195.44
10.18.195.45
10.18.195.51
1N.18.195.52

Ciler ardr

v HFR
-d Hiri
-n Hiri
nmap -s% -d 10,18,195.2

Host
10.18.195.1

10.18.195.2
10.18.195.3
10.18.195.4
10.18.195.5
10.18.195.6
10.18.195.7
10.18.195.10
10.18.195.40
10.18.195.41
10.18.195.42
10.18.195.43
10.18.195.44
10.18.195.45
10.18.195.51
10.18.195.52

MNmap Cutput  Ports / Hosts  Topolog cans

Open ports: 14 <
Filtered ports: 986

Closed ports: 0

Scanned ports: 1000
Up time: 1607230 .
Last boot: Sun Nov 1000:34:23 2019
[z Addresses
IPwd:  10.18.195.2

IPvi: Mot available
MAC:  14:18: 7T Sl

[z Dperating System

Mame: Microsoft Windows Server 2012 or Windows Server 2012 R2
Accuracy:
=l Ports used
Port-Protocol-5State: 135 - tcp - open
=1 0S8 Classes
Type Vendor 05 Family OS5 Generation Accuracy

general purpose  Microseft Windows 2012

/1~ ZEEORAEA R R P BOR BON RS B
//-d ZHETRAE AR R RoR B R 15 B
[[-n ZHETRAEARITIRRT AR B AR ip #E4T dns b7

Mmap Qutput Ports / Hosts Topology Host Detail:© Scans
|nmap -s5 -d 10.18.195.2

mememmemee-o--- Timing report ---------------

hostgroups: min 1, max 1leee8e

rtt-timecuts: init 1986, min 196, max 18868

max-scan-delay: TCP 1888, UDP 1888, SCTP le88

parallelism: min 8®, max @

max-retries: 18, host-timeout: @

min-rate: 8, max-rate: 8
Initiating ARP Ping Scan at 15:89
Scanning 18.18.195.2 [1 port]
Packet capture filter (device eth®): arp and arp[l8:4] = 8x88155DEF
[22:2] = 8x3A1D
Completed ARP Ping S5can at 15:89, @.17s elapsed (1 total hosts)
Overall sending rates: 5.81 packets / s, 244.19 bytes / s.
mass_rdns: Using DNS server 18.18.195.208
mass_rdns: Using DNS server 210.87.250.14
mass_rdns: Using DNS server 218.87.253.2
Initiating Parallel DNS resolution of 1 host. at 15:89
mass_rdns: 8.81s 8/1 [#: 3, OK: @, NX: @, DR: 8, S5F: 8, TR: 1]
Completed Parallel DWS resolution of 1 host. at 15:89, @.88s elapsed
DNS resolution of 1 IPs took ©.81s. Mode: Async [#: 3, OK: @, NX: 1,
@, TR: 1, CN: @]
Initiating 5YMN Stealth Scan at 15:89
Scanning 19.18.195.2 [1868 ports]
Packet capture filter (device eth®): dst host 18.18.195.246 and (icm
or ((tcp or udp or sctp) and {(src host 16.18.195.2)))
Discovered open port 135/tcp on 16.18.195.2
Discovered open port 3389/tcp on 16.18.195.2




AT AN PR RO . SEREAT ping FAEIN BN THAELL, FEEAT dns fi#
B, FRREAT e 4

WERIRATA AT ping FHRTT LLE F-Pn 55-P0 228, WIS AAEHEAT 6T B % IP ) DNS fig#T,
] PAMEH -n S50

HAB=AAE A DA #EE8.

snmp -sF H¥rip J/FIN 8 (Bb% FIN R B8, Kik fin BALH tep a6,
/M N RST W ZR 7R BI7 K 3 50 BH 28 b 11, AH FEATL b 5 P it vy 1
[/ ENAH €, &7~ (open|filtered)

Command: | |map -sF -p 1-1000 103.132.176.168

Hosts Services Mmap Output  Ports / Hosts Topelogy Host Details  Scans
05 4 Host nmap -sF -p 1-1000 103.133.176.1638
& 10.18.195.1 Starting Mmap 7.88 ( https://nmap.org ) at 2019-11-28 15:20

Nmap scan report for 183.133.176.168

< 10.18.195.2 Host is up (@.816s latency).
W 10121953 All 1888 scanned ports on 183.133.176.168 are open|filtered
snmp -sX Hnip J/XMAS 35 (SEUEH Xmas Tree $34#) & 1% fin,urg,push B A7)
// tep R, A0 S B E O 1, TG R AN
snmp -sN  Hixip JINUll 95 CERD, KIEEAFRELLT tep I

LA_b = Fi 35842 R 2 ARG P A BT AN, BORAREREF, — BB A

BHXI)IERE KRR A RE?

—— ZFR LRI 5 1 F 77242 TCP /Y, &4 UDP /Y.
XF,  ERIN AR XS TCP Ui 44, A udp M3, BEHAREEAH, FrblFim
PE— R KT udp MIFIH.
UDP SRR 18, DONERAE R G5 N3 uDP 2T BRI, X B2 125, sl —EB
], P VFRRATI4R S K% udp FRINEL . FirLA UDP MG — IR FE A B K 2 v 1

snmp -sU -p1-2000 H#xip //-U 753347 UDP it 1 494
Command: | nmap -sU -p 1-200 -Pn 10,18.193.2

Services Mmap Cutput Ports / Hostz Topology Host Detail:  Scans

05 4 Host nmap -sU -p 1-2000 -Pn 10.18.195.2

& 10.18.195.1 Starting Nmap 7.88 ( https://nmap.org ) at 2019-11-28 15:31 Ck
Nmap scan report for 10.18.195.2

10181952 Host is up (@.88s latency).
B 10.18.195.2 Not shown: 1999 open|+Filtered ports
PORT STATE SERVICE
B 10.18.195.4 137/udp open netbios-ns
W 10181955 MAC Address: 14:18:77 :le e ki (Dell)
B 10181956 Nmap done: 1 IP address (1 host up) scanned in 28.11 seconds



HA I ZHT UAEH 74 nmap  —-help & .

Command: | nmap -h|

05 1 Host

]

-~

T eReew

10.18.195.1
10.18.195.2
10.18.195.3
10.18.195.4
10.18.195.5
10.18.195.6

Mmap Cutput Ports/ Hosts Topology Host Details  Scans
nrmap --help

Mmap 7.88 ( https://nmap.org )
Usage: nmap [Scan Type(s)] [Options] {target specifica
TARGET SPECIFICATION:
Can pass hostnames, IP addresses, networks, etc.
Ex: scanme.nmap.org, microsoft.com/24, 192.168.6.1;
-ilL <inputfilenamez: Input from list of hosts/networ
-iR <num hosts>: Choose random targets
--exclude <hostl[,host2][,host3],...>: Exclude hosts,

--excludefile <exclude_file>: Exclude list from file
HOST DISCOVERY:




M. B4

H#ESH BX EE

-h AW

-V A nmap A

-sP HHEAT Ping F#, K% icmp echo request 317 HR

-sn [F]-sP

-Pn ANHEAT Ping 434, Eum HHAFE N BRIAZE %6 ping B, AT LASGH

-PO [d]-Pn

-F P, BT BRSO R I —2 tep i H

=T TCP connect() 14, AT —IRTEREN tep 1EH:

-sS SYN F-TF 4, AN tep EH: X 6 P tep i I

-sA ACK $13i, K% ack BALAIAL, RUART KBE— M2 FHZE syn £ | 45 5 A e [ I
ANk, A2 BHZE ack Bk iR, — Ik AR

-sF FIN 3948, & 3% Fin B A7 1 FA—Fh

-sX Xmas $94, K% Fin,Urg,Push =AFREA B A7 1

-sN NULL H1H, RIEAEIRELL tep &

-PE 21756 H icmp echo request FEATHIA EHLIE 5 ITHL EAE, EH

-PA R AT Je H ACK 4 FH o AT A ENLR B AL EUIBIRIVEENN S5

-PS AT FeH SYN 34 % F i 1 24T B A AL S IFHL AT 3 TR

-sV PRI iy 11 %55 7 14 IR 45 ARl 55 R AR

-A Uiy 1 448 I AT BRI A AT B A R G 1E B

80 iy 434 N 8 E AR I ) Bl Y
80,81

- 1-99

-sU HEAT UDP B LI AHE, AT LART TCP Sy 4514 [R] I i3k 47

-v I R BN TR E B

-d R RO R A S B

-n AN EHLRY ip AT dns fiF#HT

-oN  x.txt | FEH S5 R B SO, SCIE O xaxt

1E&: 25848
2019 4211 H 28 H




	Nmap扫描教程

