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R MK E

1LAYIR AT

Switch>

Switch> [N UG HE N — i, $RaRfFAt >
Switch>enable /N enable, i ANBFAUH P RELR

Switchi PR P R B R A" 8
Switch#configure terminal //Hi\ configure terminal 1 A\ AC & F5 =
Enter configuration commands, one per line. End with CNTL/Z.
Switch(config)# /B BB XS RFFHI A (config) FHf
Switch(config)#exit /1N exit 7] LR H 24 AT

Switch#

Switch(config)#end J/TC AR AR AT ECE AR, i\ end #S
Switch# /218 H 2R P
Switch#tshow running-config /B E IEEBA AT E

Building configuration...

Current configuration : 1125 bytes

!

version 12.2

no service timestamps log datetime msec

no service timestamps debug datetime msec

no service password-encryption
|

hostname Switch J/BEEAIRZAT, —TEBRAT, 1T PSRRI vl
[JIMRAEEFR TRERE T, TliZ Q R H

Switch#write [/ TR E TS R)E, A write (RAFIECE

Building configuration...

[OK]

=, SEEE %

Switch(config)#no ip domain-lookup J/ECE A N2, <M dns fi#

B, — RO S5 A e e A AN TR A B dins f#HT . R E IIEFAE R —A, TRt
fe: WATERBURE M mA — 26 5R (MEE) M2, RN L0er %
M e . ARBEI A Ay S ARSI L Bl (RAZIEANRE 6 Z s 4
EEMT) T BT T T .

*HE 5 AR R G AR SR A S BT S, HEAN AR SCRTRT, - Bt

Switch#conf t //configure terminal F] PATi 5 A conf t
Enter configuration commands, one per line. End with CNTL/Z.
Switch(config)#

Switch#tsh r //show running-config 7] LLfEi’ 5 N sh r

Building configuration...



Current configuration : 1145 bytes

|

version 12.2

/AN A B RT JUASF-BEIA TG = U P DA% T Tab BN A 4.

/2% A, AT AR Ceel AT WEBE ) I R — A HL ]

[IAERCE a2, — @ ZR e R AWM N TR E, & AT B AT

LREBEREH

HANEHE (console A& F)

Oy

Switch#conf ter //3E N B AR
Switch(config)#line con 0 //i3EN console £k % 110 & S 1
Switch(config-line)#password 123456xx [/ E =R
Switch(config-line)#login //login ZK7~{d FH 2 0L 5641
Switch(config-line)#exit

Switch(config)#

QHI P 4 5515

Switch(config)#line con 0

Switch(config-line)#login local J/E A H ] 42 5 3 A IGE
Switch(config-line)#exit

/28R T LLAE I HAB R B0 5 %, BT e A oE

[/BEB SR 4 S B ERE, —EERAEE NS, B N ET 3.

WHMEH

DTelnet 1V % %

Switch(config)#line vty 0 4 //vty 0~4 32 telnet B[ vty
Switch(config-line)#password 123xxx

Switch(config-line)#login

Switch(config-line)#exit

@Telnet i ' 4 521

Switch(config)#line vty 0 4

Switch(config-line)#login local

Switch(config-line)#exit

(®SSH (XS FFFH J 44 5 205 1 7 0O

Switch(config)#hostname Switch12 /] E ENLA
Switch12(config)#ip domain-name xxx.com //3 4 1 2L &
Switch12(config)#crypto key generate rsa //B%E rsa 4

The name for the keys will be: Switch12.xxx.com

Choose the size of the key modulus in the range of 360 to 2048 for your



General Purpose Keys. Choosing a key modulus greater than 512 may take

a few minutes.

How many bits in the modulus [512]: 2048

/1% R 2048 i1 % 4H

% Generating 2048 bit RSA keys, keys will be non-exportable...[OK]

Switch12(config)#line vty 5 15

//vty 5~15 A ssh &) vty

*37 1 0:33:47.953: %SSH-5-ENABLED: SSH 1.99 has been enabled

Switch12(config-line)#login local
Switch12(config-line)#transport input ssh
Switch12(config-line)#transport input ?

all All protocols

none No protocols

ssh TCP/IP SSH protocol
telnet TCP/IP Telnet protocol

Switch12(config-line)#transport input all
Switch12(config-line)#

3.8 A P

Switch(config)#username coflee privilege 15 secret 0 123xxx

J1ME AR 7 4% 5 8 i 3k
//FeVF ssh & 3%
K PN TR st X TN T R
/7T LA SR VFUL A A 24

[/ FCVE T R 5 A8 K

/1R

[IH 74479 coflee, RUPRZLI 15, # A 123xxx

Switch(config)#enable secret 0 123xxx
Switch(config)#

Switch(config)#service password-encryption

Switch(config)#exit
Switch#write

4.5 xR E
Switch12(config)#line con 0
Switch12(config-line)#exec-timeout 10
Switch12(config-line)#exit
Switch12(config)#line vty 0 15
Switch12(config-line)#exec-timeout 15
Switch12(config-line)#exi

//HCE enable 5L, (WINHCE

/1 v e B SO B R B S
/1RSI Th RE

/e RAFRCE

/1N HFRZE% (console)
//FERF B [A] 10 73

/1R TRE 3 10 7085 2 BT E R
[N BFRE S G
/RIS (A1 A 15 408



5. R GiH A R &

Switch12(config)#clock timezone cst 8 J/EER B N E X cst 4 8 X

Switch12(config)ttexi /1B [EIRFRURRE

Switch12#clock set 10:30:00 6 Dec 2019 ///FF LA 2 N i & 1 [i] [ 14
[/ H A 4

Switch12#

Switch12#show clock /B E RG]

18:30:3.739 cst Fri Dec 6 2019

Switch12#

*HW A H ntp

Switch12(config)#ntp authentication-key 1 md5 xxxx

Switch12(config)#ntp server 10.1.1.22 key 1

6. RN E 5

Switch12#reload at 23:30 8 Dec J/ERTEE, f£12 A 8 HIY 23:30
Reload scheduled for 23:30:00 UTC Sun Dec 8 2019 (in 54 hours and 41 minutes) by
console

Reload reason: Reload Command

Proceed with reload? [confirm]y /i E
o
Switch12#reload in 5:30 J/EWTES, fE5 /M 30 048 )E

Reload scheduled for 22:20:55 UTC Fri Dec 6 2019 (in 5 hours and 30 minutes) by
console

Reload reason: Reload Command

Proceed with reload? [confirm]y /]t E

Switch12#reload cancel //5UE B A

1.EFEEXKA

Switch12#tshow users

Line User Host(s) Idle Location
*0conO idle 00:00:00

3vty 0 cof idle 00:00:03 10.1.1.2
Switch12#

Switch12#clear line 3 J/HE 3 5 line (vty0) KB N4k



8. AAA 1 [ HI| Z & TN

AAA AR AR Z , Ak —HA TIRAZ, BRI a] DU — T
THHLES A FIS AT AAA BAE N P uis T I, IXEE AT LS Hh 28t 0y X 28 32 AN IR 55 48
aaa iI1BE:

Switch(config)#aaa =HIZ5A  HEr FHELFK NIESRA

#HI2KAL. Authentication A, Authorization ##4¢, Accounting it %%
EH#R: login &3%, dotlx, exec #EAEAUIR, network MZ %5, ppp
HREFR: default BRIAK, A H A HTITE, none KRR TLINUETT &
MNEZKEL: local A, radius, tacacs, none ANHEATIAIE

i«

BC & — 2% %A default FRIINIETT R T-B3% 10, {3 FHAHL 1) H - 2 A i oA e

Switch12(config)t#taaa new-model J/E IR E aaa EAFH LS, 2 EAH

Switch12(config)taaa authentication login default local //HCE BROAIE T R
[laaa FHIZEA  Hix TEHA A

Switch12(config)#

*MEE S iZ BN (default) TS5, TTLAN H 22 5 KA console 555 B

Switch12(config)#line con 0

Switch12(config-line)#login authentication default [/ FERAINFIGIE T &

Switch12(config-line)#exit

Switch12(config)#line vty 0 4

Switch12(config-line)#login authentication default

Switch12(config-line)#exit

RTefrs:, — MW Z M aaa MUEFUERERAER R AL, TR E—= T

9. H St [F 2P

*H console B 3xBf, F Gtk HTH BA B 4T WA TIEE R A 145 2

Switch12(config)#line con 0

Switch12(config-line)#logging synchronous  //JF ) GG A0, X FERiAN 2=

J/FT W AT IEE AR 4 T

Switch12(config-line)#exit

* ARG K, FHAEF console THIHE.,

Switch12(config)#tterminal monitor [/FF )5 5 B AT AR I A8 5 % A 1 G 2
//console FHH ITHE T, XSk S ERUAS I A



1055 3 V7 17 1

Switch12(config)#line vty 0 4 /3N H PRk
Switch12(config-line)#access-class 1 in J/NH acl1, R acl 1 BULECHY

[/ BB AR B S AR 2%
Switch12(config-line)#exit

11.FC B A R BR AR

Switch12#show startup-config /&G B A
Switch12#show running-config J/EE IFEBITHEE
DL 1 X 2

startup-config TR A7 1E 1 & A7 0ifi 25 B IO HC B S, XF MY flash:/config.text SCAF
running-config & IETEIZTINACE, ERFANAHE

ERECE GEHEBE

Switch12#erase startup-config J/iE BRI E SO, B eT H erase nvram:
Erasing the nvram filesystem will remove all configuration files! Continue? [confirm]y
[OK]

Erase of nvram: complete

%SYS-7-NV_BLOCK_INIT: Initialized the geometry of nvram

Switch12#

Switch12#delete vlan.dat /AL EA R vian Ei

Delete filename [vlan.dat]? /)X AN B NATA 45, BRI 4
Delete flash:/vlan.dat? [confirm]y

Switch12#show startup-config XN EEIE X, CakF T
startup-config is not present

Switch12#

Switch12#show run M IEEIBAT I BEISENAFE, LALHEEER R4S
[/ B WIEFE L5 erase 2 JaibE write, XA IERA)
[/ SFIX B write, IEAEIEAT G E 2R A7 2 flash H
[IFARTHRATERECE, Bl erase 2 JG L RIHE 5

Building configuration...

Current configuration : 1523 bytes

!

version 12.2

service timestamps log datetime msec

service timestamps debug datetime msec

service password-encryption
|



hostname Switch12

|

enable secret 5 S1SMERrSiVdvDReOoQW.iyl2k9pxs1
Switch12#reload VENEE¥X:0

Proceed with reload? [confirm]y

B kR e B S

Switch12#delete flash:/config.text  //EL{EMIFR flash HLIHHC & 4
Delete filename [/config.text]? [/IXBAE N, B RE
Delete flash:/config.text? [confirm]y /iy, HE

RETLLE S, AW WE

B E

Switch12#copy running-config flash: /17 A IEAEIEAT I B 210 5
Destination filename [running-config]? confbak20191206.cfg  //{3 A7 111 L 44
Building configuration...

[OK]

Switch12#dir

Directory of flash:/

3 -rw- 8662192 <no date> c3560-advipservicesk9-mz.122-37.SE1.bin

4 -rw- 1523 <no date> confbak20191206.cfg

64016384 bytes total (55096850 bytes free)

Switch12#

[/ LG, P RALE SRR B Bl B SO BC &L, 2R W T e gk wT DA FH &0 1)
AR . ATAZE T — & (R CFRCED

12. 53 3R E

Switch12#tshow boot  // 7 )i A /A5 FH P A2 WIS 32 Ge B (5 AL & A
BOOT path-list :

Config file : flash:/config.text

Private Config file : flash:/private-config.text

Enable Break : no

Manual Boot : no

HELPER path-list :

Auto upgrade : yes

NVRAM/Config file

buffer size: 65536

Switch#
Switch12(config)#boot system flash:/xxxxxxx.bin /48 A ) R e i% o
Switch12(config)#tboot config-file flash:/confback.cfg /48 e A5 FH e B S A

/1CA EA a4 EAR AU A8 AN SRy



13. 855 51

AR FRERE T —OERRENEERETSRED, JURE %X ES
W, MR ERARG)E, St B, XBOEZBRINEER.
Switch12(config)#banner motd $ [/ RN T FE LRSS A ), A DA AT
Enter TEXT message. End with the character'S'.

Notice, bobo, please do not shutdown G0/0/3,

---- coflee

201912065 [IDASHE A ARARR, B4R HY

Switch12(config)#line con 0

Switch12(config-line)#motd-banner J/EAE N 2R B8 T )5 banner
Switch12(config-line)#exit

Switch12(config)#line vty 0 15

Switch12(config-line)#motd-banner

Switch12(config-line)#exit

14. SNMP

Switch12(config)#snmp-server community pubxxx ro
%SNMP-5-WARMSTART: SNMP agent on host Switch12 is undergoing a warm start
Switch12(config)#

15. mEEOER

Switch12#show ip int brief J/EFE I ip ) up/down f# It
Interface IP-Address OK? Method Status Protocol

FastEthernet0/1 unassigned YES NVRAM up up

FastEthernet0/2 unassigned YES NVRAM down down

Vlan1 10.1.1.1 YES manual administratively down down

Switch12# show int vlan1 [/ EE BRI AN O EE S
Router#tshow int f0/0



16.1% & MTU

Switch12(config)#vlan 1
Switch12(config-vlan)#mtu 1500
B

Switch12(config)#int vlan 1
Switch12(config-if)#ip mtu 1500

17. VLAN #4/E

Switch12(config)#vlan 10 //61%E vian 10
Switch12(config-vlan)#name stuff //f5 %1% vlan N stuff
Switch12(config-vlan)#exit

Switch12(config)#int vian 10 //B1E svi

Switch12(config-if)#

*37 02, 02:24:00.2424: %LINK-5-CHANGED: Interface VIan10, changed state to up

Switch12(config-if)#ip address 10.1.1.1 255.255.255.0 //ECE P
Switch12(config-if)#description xxxxx //Hid
Switch12(config-if)#shutdown YIESiE: AN

Switch12(config-if)#

*3?02,02:24:37.2424: %LINK-5-CHANGED: Interface Vlan10, changed state to
administratively down

Switch12(config-if)#no shutdown //)a HE: 1

Switch12(config-if)#

*37 02, 02:24:40.2424: %LINK-5-CHANGED: Interface VIan10, changed state to up
Switch12(config-if)#exit

Switch12(config)ttint range f0/1-5 /338 N — 2 v 11 (P B S T
Switch12(config-if-range)#switchport mode access /%2 v 1% N access [

Switch12(config-if-range)#switchport access vlan 10  //JIll A\ vlan 10
Switch12(config-if-range)#

*3?02,02:26:54.2626: %LINEPROTO-5-UPDOWN: Line protocol on Interface VIan10,
changed state to up

Switch12(config-if-range)#exit

Switch12(config)#int f0/24

Switch12(config-if){#switchport mode trunk  //% & A trunk [

Command rejected: An interface whose trunk encapsulation is "Auto" can not be

configured to "trunk" mode. [/ =R IRHLARE B3 E trunk [
Switch12(config-if)#switchport trunk encapsulation dotlq //%50515 dotlqg i
Switch12(config-if}#switchport mode trunk J/ B E N trunk

Switch12(config-if}#switchport trunk native vlan 1 // % & native vlan(pvid)



Switch12(config-if)#switchport allowed vlan 1-20
Switch12(config-if)#switchport trunk allowed vlan 1-20 // 2 Y vlan1~20 iE ik
Switch12(config-if)# /1R trunk HERIASCVFFTA vian Bt

18. VTP

Switch12#vlan database

% Warning: It is recommended to configure VLAN from config mode,

as VLAN database mode is being deprecated. Please consult user

documentation for configuring VTP/VLAN in config mode.

Switch12(vlan)#exit

APPLY completed.

Exiting....

Switch12#conf t

Switch12(config)#vtp domain vtpcom

Changing VTP domain name from NULL to vtpcom

Switch12(config)#vtp password xxx

Setting device VLAN database password to xxx

Switch12(config)#vtp mode server //vtp BN server,
/A AE A5 BN client

Device mode already VTP SERVER.

Switch12(config)#

19.%% K ¥ /E

Switch12(config)#int f0/2 /3N B by 1
Switch12(config-if)#duplex full JMEE TAERE 4 T
Switch12(config-if)#bandwidth 100000 //35 55 1% N 100000Kbit/s
Switch12(config-if)#speed 100 //iEZ 100M

Switch12(config-if)#exit

Switch12(config)#int f0/5

Switch12(config-if)#no switchport [/ VL E NS
Switch12(config-if)#ip add 10.2.2.2 255.255.255.0
Switch12(config-if)#exit

Switch12#show running-config int f0/5 //EE Bk 0 F R E



20.) & X &

Switch12(config-if)#storm-control broadcast level pps 800 //BR 1 A B EL
Switch12(config-if)#storm-control broadcast level bps 200000  //[ ffill 35 %
Switch12(config-if)#storm-control broadcast level ?

<0.0-100.0> Enter rising threshold

Switch12(config-if}#storm-control broadcast level 5 /BRI Ay 1R 1Y 5%
Switch12(config-if}#storm-control action block //TEENAE block,BY, shutdown

Switch12(config)#errdisable recovery cause all /AR
21. ARP ¥/
Switch12#show arp //EE ARP %

Protocol Address Age (min) Hardware Addr Type Interface
Internet 10.1.1.1 - 00D0.97A9.1ABE ARPA VIan10

Switch12#show arp | include 10.1.1. // 7] A DL Al
Switch12(config)#arp 10.1.1.22 00D0.97A9.1A22 arpa [IEINERAS arp 26 H
Switch12(config)#int vlan 1

Switch12(config-if)#arp timeout 180 JAEHE O FACE arp 240 8], #P
Switch12(config-if)#ip proxy-arp //FF A AEE arp

22. MAC HI R

Switch12#show mac-address-table //B5E mac £

Switch12#show mac-address-table | include 00D0.97A9.1A /R R ILHE 2% H
Switch12#clear mac-address-table [dynamic] //ii % mac %IV a1 26 H
Switch12(config)#mac-address-table static 00D0.97A9.1A22 int f0/1 vlan 1

/IS INEEZS mac %6 H
Switch12(config)#mac-address-table aging-time 300  //mac ZALI [1]



2305 1 24

Switch12(config)#int f0/9

Switch12(config-if}#switchport mode access /] R GELE access 1 FXHE
Switch12(config-if)#switchport port-security //FF A it 22 4 T RE
Switch12(config-if)#switchport port-security maximum 20 [/ R IeVF 20 A

//mac Huhk R LA
Switch12(config-if)#switchport port-security mac-address 00D0.97A9.1A39
[/ — 2 B I id 3%
Switch12(config-if)#switchport port-security mac-address sticky //FF )5 sticky
Switch12(config-if)#switchport port-security mac-address sticky 00D0.97A9.1A88
/[ IN— % sticky 123%
Switch12(config-if)#switchport port-security violation protect  //#E 5 2)){f protect
Switch12(config-if)#
Switch12(config-if)#exit
Switch12(config)#errdisable recovery cause security-violation — //JF Jii (oL &2

2.5 ARG

Switch12(config)#int port-channel 1 J/AEEER S T
Switch12(config-if)#exit

Switch12(config)ttint range f0/20-21 /3% R 1 20~21
Switch12(config-if-range)#channel-group 1 mode on /1RGN TN B

Switch12(config-if-range)#no shut

Switch12(config-if-range)#exit

Switch12(config)#int port-channel 1 /B R KX A T A E
Switch12(config-if)#no shut

Switch12(config-if)#switchport trunk encapsulation dotlq
Switch12(config-if)#switchport mode trunk

Switch12(config-if)#exit

Switch12(config)#port-channel load-balance src-dst-mac [/ B A I



25. Qos fRIE

Switch12(config)#mls qos //FFJE qos
Switch12(config)#access-list 10 permit 10.1.1.0 0.0.0.255 //acl ULEC H Frift
Switch12(config)#class-map class1 //7E XK
Switch12(config-cmap)#match access-group 10 //VLHC acl
Switch12(config-cmap)#exit

Switch12(config)#policy-map policyl /7€ LI SRS
Switch12(config-pmap)#class class1

Switch12(config-pmap-c)#bandwidth 10000 //75 e BR #1 A 10000Kbit/s

Switch12(config-pmap-c)#shape average 16000000  //#%ii -2 &, bit/s
Switch12(config-pmap-c)#exit

Switch12(config)tint f0/3 /I FH SR 21482
Switch12(config-if)#service-policy output policyl /M SZHF output 5[]

*H BB BCE policy I I HIANZ BT A2, FIREZ N K A2

Switch12(config)#policy-map policyl

Switch12(config-pmap)#class class1

Switch12(config-pmap-c)#police cir 10000000 10000000 //bit/s, byte/s

* A RESE T T )T %

Switch12(config)#policy-map policyl

Switch12(config-pmap)#class class1

Switch12(config-pmap-c)#trust dscp

Switch12(config-pmap-c)#policy 170000000 10000000 exceed-action drop
//bps, Byte/s

[/ = 4, BRI SEm ARG —

Switch12#show policy-map int f0/3 [/ TR N AR
FastEthernet0/3

Service-policy output: policyl

Class-map: class1 (match-all)

0 packets, 0 bytes

5 minute offered rate 0 bps, drop rate 0 bps

Match: access-group 10

Traffic Shaping

Target/Average Byte Sustain Excess Interval Increment

Rate Limit bits/int bits/int (ms) (bytes)

16000000/16000000 500000 2000000 2000000 125 250000



26. DHCP

Switch12(config)#service dhcp //7F )5 dhep 5%

Switch12(config)#ip dhcp pool pxx //81)% dhep Huhkit
Switch12(dhcp-config)#network 10.1.1.0 255.255.255.0  // ¥ & W L
Switch12(dhcp-config)#default-router 10.1.1.1 IEES
Switch12(dhcp-config)#dns-server 8.8.8.8 //dns
Switch12(dhcp-config)#lease 5 4 30 J/FIA, Az H, OB, 4

Switch12(dhcp-config)#option 43 hex XXXXXXXX //option 43
Switch12(dhcp-config)#exit

Switch12(config)ttip dhcp excluded-address 10.1.1.1 10.1.1.10  //+:F4: bk B
Switch12(config)#

77 ip 55 B2 ftp AR%-25 LI lease.db.cfg L
Switch12(config)#ip dhcp database ftp://user:pass@10.1.1.252/lease.db.cfg
Switch12(config)#

FF /B ping &l

Switch12(config)#ip dhcp ping packets 2 J/ERR ST ip R SG ping — 22501
/W ip, K2

Switch12(config)#ip dhcp ping timeout 1000 //Ping i}, =P

Switch12(config)#

Switch12(config)#ip dhcp binding cleanup interval 600 /BRI ip, #

274545 € mac - ECE E R 1P

Switch12(config)#tip dhcp pool pc1  //@ kb, A5 —"~ip
Switch12(dhcp-config)#host 10.1.1.35 255.255.255.0
Switch12(dhcp-config)#client-identifier 0100.D097.A91A.22

//UA 01 H46m L mac Hidik
Switch12(dhcp-config)#default-router 10.1.1.1
Switch12(dhcp-config)#dns-server 8.8.8.8
Switch12(dhcp-config)#exit

Switch12#show dhcp lease //E7E dhep 7 FC B hE 1S
Switch12#show ip dhcp binding [/ EETEC ip MR E K] mac Mtk

Switch12#



28.DHCP 4%

Switch12(config)#int vlan 1
Switch12(config-if)#ip helper-address 10.3.3.1
Switch12(config-if)#exit
[/EAC IO B AT 10.3.3.1 (MK H

29. DHCP snooping

Switch12(config)#ip dhcp snooping //7F )5 dhcp snooping
Switch12(config)#int f0/24 /]
Switch12(config-if)#ip dhcp snooping trust /] EE O BN EAN

Switch12(config-if)#ip dhcp snooping limit rate 50 //FR I dhep $i SCE %
Switch12(config-if)#exit

Switch12(config)ttip dhcp snooping vlan 1-30 J/HE IR vian
Switch12(config)#ip dhcp snooping verify mac-address /IR mac Hihk
JINETEL) mac HihEAT ip HihkAT dhep AR S5 25 R A ECHI 2% H WA A U T
Switch12(config)#

Switch12(config)#terrdisable recovery cause dhcp-rate-limit JMBEFCIR

Switch12(config)#ip dhcp snooping binding xxxx.xxxx.xxxx vlan 10 ip x.x.x.x int f0/3
Switch12(config)#ip dhcp snooping database flash:/dhcpsnooping.db
Switch12(config)#ip dhcp snooping database write-delay 100

Switch12(config)#
Switch12#show ip dhcp snooping binding //E7E dhcp snooping 47 i€ 1 i,
Switch12#clear ip dhcp snooping binding //iE % dhep snooping 47 i€ 2% H

30. ACL V5 [a] #2151 3%

fF— acl FIRREHA B2 1 deny any, £F—> ACL # AT LA 22 480 Crule)
FUU AT 2 M BB, VLR — 2% 5 S BP0 B0 i IS e

B RS AR R A2 )RS 1) E X

acl %5 KA VL Hc %t %
1~99 FrifE ip acl I ip
100~199 ¥ & ip acl PWip, HMip, VWm0 H e 4, ] hneE) B

700~799 Fr#E mac acl VE mac

1100~1199 | ¥ J& mac acl P mac, HM mac &, AN R B




D#rHlE ACL
Switch(config)#access-list 1 permit 10.1.1.0 0.0.0.255  //#Fr{EEL 7 acl VLT 5

Switch(config)#access-list 2 permit host 10.1.1.3 [/ EEUT acl ULECHAS 1P
Switch(config)#access-list 3 permit any J/WAEELT acl ULECFTA ip
Switch(config)#ip access-list standard acl_1 //FR#ERR 44 acl

Switch(config-std-nacl)#permit 192.168.0.0 0.0.255.255
Switch(config-std-nacl)#exit

Q¥ & AcL
Switch(config)#access-list 100 permit ip 10.1.1.0 0.0.0.0 192.168.9.0 0.0.0.255

Switch(config)#access-list 101 deny icmp host 10.1.1.33 192.168.9.0 0.0.0.255

Switch(config)#ip access-list extended acl_ex1 /1Y FEfn % acl

Switch(config-ext-nacl)#permit tcp 10.1.1.0 0.0.0.255 eq 80 192.168.9.0 0.0.0.255

range 20 90 //tcp YR 1P YR HE P H R H G

Switch(config-ext-nacl)#permit tcp host 10.1.1.3 any 192.168.9.0 0.0.0.255 eq ftp
/[ VAT LA ECE, WA )44

Switch(config-ext-nacl)#exit

Sy 1 53 48 06T 82 (1) i 1152

bootpc 68 bootps 67 domain 53 isakmp 500 snmp 161
ftp 21 pop3 110 smtp 25 telnet 23 www 80
(3)MAC ACL

Switch(config)#tmac access-list extended mac_ex1 /i3 & mac acl

Switch(config-mac-ext-nacl)#permit host XXXX.XXXX.XXXX any
Switch(config-mac-ext-nacl)#deny xxxx.xxxx.xxxx 0000.0000.00ff any // sz (it
Switch(config-mac-ext-nacl)#exit
Switch(config)#access-list 700 permit xxxx.xxxx.xxxx 0000.0000.0000

//BUF AR mac acl

ACL i} Ja]

Switch(config)#time-range timel /]G4 acl I5[A] timel
Switch(config-time-range)#periodic Friday 10:30 to Sunday 19:00

[/ XA B, R
Switch(config-time-range)#exit
Switch(config)#time-range time2 /]G4 acl 15 [A] time2
Switch(config-time-range)#absolute start 11:00 9 Dec 2019 end 23:00 12 Dec 2019
Switch(config-time-range)# //H A, RAEIRANE A B AT —IX
ACL B8] R N AR R 1 acl B, 7E acl #LNUKEAIN time-range time1 B 1]

fFE0O ERMH ACL
Switch(config)#int vlan 10 /A6 BB R BEN T acl 3 vian 11 F,

Switch(config-if)#ip access-group 1 in [/ TAS SRR N 2 8 v 11 |



BT ACL 3K

R ACL HSZHAEAF RN Crule) M5, HEMERZHFEFHEAA,
AL A R AN SRR R 5 PR B4

Switch#show ip access-lists acl_ex1 /55 E ACL Y rule

Extended IP access list acl_ex1

1 permit tcp 10.1.1.0 0.0.0.255 eq www 192.168.9.0 0.0.0.255 range 20 90

2 permit tcp 10.1.1.0 0.0.0.255 eq www 192.168.9.0 0.0.0.255 eq ftp

[1F3R N rule Y

Switch(config)#ip access-list extended acl_ex1 J/3EN acl gmfEpE =
Switch(config-ext-nacl)#no 1 /MGG SN 1 B
Switch(config-ext-nacl)#3 permitip any any  //#s 0025000, g5 3

3105 NESERE

A BAT AL AL o BB R (b 224y, RERRTISE) , 4
F P BAT i RIS B, B 254 shutdown, BRI SG DRRARPE, BRILEAS
SHEIIEZmH 7, AT ERICKE, ki O S
Switch(config)#errdisable detect cause ? [/ BB R E

all Enable error detection on all cases

bpduguard  Enable error detection on bpdu-guard

dtp-flap Enable error detection on dtp-flapping

link-flap Enable error detection on linkstate-flapping

pagp-flap Enable error detection on pagp-flapping

rootguard Enable error detection on root-guard

udld Enable error detection on udld
Switch(config)#errdisable detect cause all //71 LA JE F ARSI B A 1Y 2 78
Switch(config)#terrdisable recovery interval 300 //Vk 5 Ji 1] 300 Fb
Switch#tshow int f0/1 status err-disabled /BT i R A6 R R A

32. HERE S

Switch(config)#logging on [/ ) H & TR

Switch(config)#logging 10.1.1.253 [/ B HERS S (syslog)

Switch(config)#logging source-interface vlan 1 /R w45 Wk 55 2 W T 1P

Switch(config)#logging trap debugging  //trap 247l 1% & & 7 (debugging)
//ERiN KN 6 (information)



Switch(config)#logging buffered 100000
/% B ARSI H AR buff 28] K/, AT byte
Switch(config)#service sequence-numbers //iEH ERRA B RS

Switch#show logging //EEHEER
33 B R AR A
Switch(config)#service unsupported-transceiver VIBEELNS T L0 BN

[/ FESER I VR AR BRI G
Switch(config)#no errdisable detect cause gbic-invalid
[] RV H T R AN e 25 1T - B0 o B AE
Switch#tshow int transceiver supported-list  // @5 & S #7414

34. DNS R %%

Switch(config)#ip domain-lookup [/ A .4

Switch(config)#ip name-server 8.8.8.8 //18 € dns k5525
Switch(config)#ip host xxx.com 10.1.1.4 /05 NS Hh s e AT I
Switch(config)#ip dns server // B CAEN dns 55 5%

35. TFTP 2% ' ¥y

Switch#tcopy startup-config tftp: /] FARTE B 2k 55 w5 b
Address or name of remote host []? 10.1.1.251 /IR 25 ip

Destination filename [Switch-confg]? c3650.cfg JIAF B RSS2 L) SO 44
Writing startup-config....

Switch#tcopy flash: tftp: /1N tftp MR35 28 T O 2L flash |
Source filename []? c3650.cfg /AR5 28 BRI 4

Address or name of remote host []? 10.1.1.251 [/IR5 4% ip
Destination filename [c3650.cfg]? bakconf.cfg JIAEBASHE flash FL A ST 44
Writing c3650.cfg...



36. FTP 7% ' Ui

Switch(config)#ip ftp source-interface vlan 1 /38 E VT 1) RS 25 R ip
Switch(config)#ip ftp username coflee //ftp F 44
Switch(config)#ip ftp password xxxx //ftp F %0y
Switch(config)#exit

Switch#copy startup-config ftp: [/ LAERCE 2 ftp k5525
Address or name of remote host []? 10.1.1.22 [R5 2% ip

Destination filename [Switch-confg]? c3650.cfg  //4i 7 47 21 55 5 F i F 44
Writing startup-config...

37. Xmodem £& X4
1T console ZiA% 30, R SCFrE AR RIAZ HHL L, 52 console M3 2R BR ]

Switch#tcopy xmodem: flash: //M console 1& CAFRIAZ H LY flash |
dst-file-name: ¢3650.cfg //f8 A7 3 flash | HI A 44
ccecc

J/H L ccee B AZ AL CER UF, B A] DAFE i 45 B 94 B R I% Xmodem

Router#fcopy xmodem: flash: // M\ console 1& 3 AF 31|14 FH 2311 flash
x/ymodem is a slow transfer protocol limited to the current speed

settings of the auxiliary/console ports. The use of the auxilary

port for this download is strongly recommended.

During the course of the download no exec input/output will be

available.

o kkkckkkk
Proceed? [confirm]y /T E
Source filename []? c3650.cfg /138 E Bhn 344 (Zaum B
Destination filename [c3650.cfg]?bak.cfg J/48 EAT R B 45 flash HLH SO 44
Erase flash: before copying? [confirm]y /i 5E
Use crc block checksumming? [confirm]y //Hf5E
Max Retry Count [10]: 2 JIEALRE, 2K
Perform image validation checks? [confirm]y /]t E
Xmodem download using crc checksumming with image validation
Continue? [confirm]y //Hf5E

Ready to receive file........... /M & | R i% xmodem



38. PVST/rapid-pvst

Switch(config)#spanning-tree mode ?

pvst Per-Vlan spanning tree mode

rapid-pvst  Per-Vlan rapid spanning tree mode

Switch(config)#spanning-tree mode rapid-pvst //1% ] rapid-pvst
Switch(config)#spanning-tree vlan 1-10 root primary  //45 7€ N vlan1-10 AR
Switch(config)#spanning-tree vlan 30 priority 4096 /%8 7€ vian30 ML S 2k

Switch(config)#int g1/0/1

Switch(config-if)#spanning-tree vlan 1-10 port-priority 16 //F6 7€ v AL e 2k
Switch(config-if)#spanning-tree cost 20 /% B v 1 AR T

Switch(config-if)#exit

Switch(config)#int g1/0/3

Switch(config-if)#spanning-tree portfast /5 B i 11 D30 s v 11
Switch(config)#int g1/0/4

Switch(config-if)#spanning-tree bpduguard enable //FF )5 bpdu B
Switch(config-if)#exit

Switch#show spanning-tree J/EE STP VE4H{E B
STP 3% O FF84 3R :
S 3 R 802.1D IHAR | 802.1D/1998 JF44 | 802.1T/2001 F4H
10M 100 100 2,000,000
100M 10 19 200,000
1G 1 4 20,000
10G 1 2 2,000
39.5% O 451% SPAN
Switch(config)#monitor session 1 source int g1/0 both  //Wi 4% i 1 tx A1 rx [P0 &
Switch(config)#fmonitor session 1 filter vlan 10 /AW ¥5Z vian TR &

Switch(config)#monitor session 1 destination int g1/0/1

/B R T, A A R A ) s 1T, o T R R BE M I £
Switch#show monitor session 1 /) E i 4514



40. cDP BRI & K I

Switch(config)#int g0/1

Switch(config-if)#cdp enable J/E 1 _EFF A cdp Dhag
Switch(config-if)#exit

Switch(config)#cdp run /1A R )E cdp Dhag
Switch#tshow cdp neighbors // &% cdp A8 &

Capability Codes: R - Router, T - Trans Bridge, B - Source Route Bridge
S - Switch, H - Host, | - IGMP, r - Repeater, P - Phone
Device ID  Local Intrfce Holdtme Capability  Platform Port ID

Switch Gig 1/0/1 133 3650 Gig 1/0/1
Switch Gig 1/0/2 169 3650 Gig 1/0/6
H CIX I ) 1 208 JeE F) i 1

kLB AN e

Switch#tshow cdp int g1/0/1 /B E G EE cdp {58
GigabitEthernet1/0/1 is up, line protocol is up

Sending CDP packets every 60 seconds

Holdtime is 180 seconds

41. HSRP BARHRH (M) JTTRIMY

*31 b5 pyst/rapid-pvst At &

Ki% hello 4L #EHIE A 224.0.0.2 (v1) B8 224.0.0.102 (v2) , ERIAMEZEZK 100
BRI e . BT A % 1A= 11 version N1Z%—F .

RE AL/ 2% mac A 0000.0c07.ac-standby i 5

Switch(config)#int vlan 1

Switch(config-if)#ip add 10.1.1.1 255.255.255.0

Switch(config-if)#standby version 2 //HSRP Jix A
Switch(config-if)#standby 1 ip 10.1.1.254 [/ R 5
Switch(config-if)#standby 1 priority 120 [R5 N 120, 28 1% master

Switch(config-if)#standby 1 preempt delay minimum 5 //36 &5 GEIR /b 5 Fb
Switch(config-if)#standby 1 authentication md5 key-string xxx  // &/ ZH 56 1F {5 5
Switch(config if)#standby 1 track g1/0/24 30

PATARYIU N w05y I I w1 WS 1 N/ e 44 (A T MR EA T S S X e )

Switch#tshow standby brief //&%E standby {5 5



42 AT HeHll switch B

125 J5 WA K% mode # (— ML TR AL, — AN . B sys 117
NKT AR R, Dt N ZZ AL switch B2 T

2.switch HEZUIB7R TN switch>, switch #5520 i3 FER1E -

O H xmodem 1 R Gi 8345 04 BT B S I bl -

switch> flash_init JIWIEH S R St

switch> load_helper [/ B D ek

switch> copy xmodem:  flash:c3650-xxx.bin [/EE R G G SO

cccecce J/UCE AT LR 28 B 4 10 B %% xmodem
switch> set BOOT flash:c3650-xxx.bin /%8 %€ Lz SO M B sh B8 S0
switch> boot VIEEIEEN

(@& console 45

switch> set BAUD 115200 /B R N 115200
switch>unset BAUD [/ R R IPI R (BRIAIT 9600)
switch>

Q)AL Ik E Y

switch>flash_init
switch>load_helper

switch>dir flash: [/ flash HLK SCHF3) 3=

switch>rename flash:config.text flash:c36500ld.cfg J/FEERIN I B SCA
[/ 4779 c36500ld.cfg, XFERGE SN AR E RS UL & BB
switch>boot IEEEE

XXXXXXXXXX /LRy R G

Would you like to enter the initial configuration dialog? [yes/no]: n /15

Switch>enable

Switch#copy flash:c36500ld.cfg system:running-config J/InE 5L E
NG EFICE S R A enable %Y

Switch#write //PRAFIC E R AT

43. R BHL B BEIRINRI K

Switch(config)#ip default-gateway 10.1.1.254

44. =R BAIT R B% B R Th e

Switch(config)#ip routing



B R A IERAIE, AIZHALA R LT HASIH T

45 FF M H

Router0(config)#ip route 192.168.0.0 255.255.0.0 10.1.1.2 [int s1/0/1] 20
/TEHME TR Nk iR e

RouterO#show ip route [/ BB HRE

46. RIP

Router0(config)#router rip /[N rip e & S
Router0(config-router)#version 2 [/ B RA
Router0(config-router)#no auto-summary e AEEEIR s
Router0(config-router)#distance 120 //F8 % B AR Se
Router0(config-router)#network 10.0.0.0 /B B
RouterO(config-router)#network 10.1.1.0
Router0(config-router)#passive-interface g0/0/2 //ERER B T

Router0(config-router)#redistribute ospf 1 metric 3 /&5 N (50D
Router0(config-router)#default-information originate  //5| AZkiA#% 1 (0.0.0.0)
RouterO(config-router)#

Router0(config)#tint g0/0/1

Router0(config-if)#ip rip authentication mode md5 //rip B2 T 5HIE
Router0(config-if)#ip rip authentication key-chain xxxxx //rip $% L5625 0

47. OSPF

Router0(config)#router ospf 1 J/HEN osfp BLE FH, ospf #HFE S 1
RouterO(config-router)#router-id 10.1.1.1 //1E 7€ router-id
Router0(config-router)#network 10.1.1.0 0.0.0.255 area 0 ///F- [X 15, 0 & 75 W B¢

Router0(config-router)#passive-interface g0/0/2 //FRERBE
Router0(config-router)#area 1 virtual-link 10.2.2.2 [/ R FOLBE B XS g

RouterO(config-router)#redistribute rip metric 20000 [subnets metric-type 1]
[/ SN (A1)
RouterO(config-router)#area 0 authentication message-digest  //[X i 0 FF Ji3 56 1iE
RouterO(config-router)#auto-cast reference-bandwidth 1000
//%7%535 55 2N 1000Mb,  ERILA 100M
RouterO(config-router)#area 2 stub /B X s



Router0(config)#int g0/0/1

RouterO(config-if)#ip ospf authentication message-digest  //f% 1 [} J ospf ik
Router0(config-if)#ip ospf message-digest-key 1 md5 xxxx //% iiF %5 A1)
Router0(config-if)#ip ospf priority 2 [/ E ospf B HALES, H T k%5 DR
Router0(config-if)#ip ospf cost 10 [/ B ospf & L JT4H
Router0(config-if)#ip ospf network broad /] B 2 11 FIT AL Fr) IR & 2 7Y

RouterO#show ip ospf ? //BE ospf {5 5
<1-65535> Process ID number
border-routers Border and Boundary Router Information

database Database summary
interface Interface information
neighbor Neighbor list
virtual-links Virtual link information

48. .78 B HH

Router0(config)#tint g0/0/0

RouterO(config-if)#no shut

RouterO(config-if)#exit

Router0(config)#int g0/0/0.1 /IR FH
Router0O(config-subif)#encapsulation dotlq 1 [native] //¥%5 dotlg, vid N1
RouterO(config-subif)#ip add 10.10.10.1 255.255.255.0

RouterO(config-subif)#exit

Router0(config)#tint g0/0/0.2

Router0(config-subif)#encapsulation dotlq 2 //E%E dotlq, vid A2
RouterO(config-subif)#ip add 10.20.20.1 255.255.255.0

RouterO(config-subif)#exit

49. PPP

Router0(config)#int s0/1/1

Router0(config-if)#clock rate 128000 [/ B B
Router0(config-if)#encapsulation ppp //E5E ppp PX

Router0(config-if)#bandwidth 128 // VB T e N 128Kbit



Router0(config-if)#ppp authentication pap [/ pap ik
RouterO(config-if)#ppp pap sent-username coflee password xxxx

//pap M7 4 B b
RouterO(config-if)#
Router0(config-if)#ppp authentication chap [callin] coflee //1# H chap B6iiE
RouterO(config-if)#ppp chap password xxx

50. NAT Hiik#64
Q## NAT (—%fF—)
Router0(config)#int g0/0/1 /IR

RouterO(config-if)#ip nat inside
RouterO(config-if)#exit
Router0(config)#int s0/1/1 /15N 1
RouterO(config-if)#ip nat outside
RouterO(config-if)#exit
RouterO(config)#ip nat inside source static 10.1.1.55 200.1.1.3
/14 ] 10.1.1.55 FASMR 1) 200.1.1.3 %f B2k

@zha& NAT (Zxh%, ™ EHD

Router0(config)#int g0/0/1 /IR

RouterO(config-if)#ip nat inside

RouterO(config-if)#exit

Router0(config)#int s0/1/1 /AN

RouterO(config-if)#ip nat outside

RouterO(config-if)#exit

RouterO(config)#ip nat pool pname 200.1.1.5 200.1.1.10 netmask 255.255.255.0
//nat B2~ M ip yu

Router0(config)#access-list 10 permit 10.1.1.0 0.0.0.255  //VLJit N X ip B

RouterO(config)#ip nat inside source list 10 pool pname overload

Q) HHI NAT it 550
RouterO(config)#ip nat inside source static tcp 10.1.1.22 3389 200.1.1.9 9999
//¥ A1) 200.1.1.9:9999 F4 44 A I 1 10.1.1.22:3389

RouterO#show ip nat translations [/ nat Fe i i



51. IPsec VPN
HIHE: PR [ b 2 A0 A A3 0 v A X X B ) i e, LB R A4 B R g 1) O

Internet
. (B 58014 =Ly
J . 202222 g
10.1.1.0/24 SRa321 200114 ISR432 g 192.168.1.0/24
Aouterd Router2 A
F.d
g \

Router0 I 1P 24 200.1.1.1, M%< 200.1.1.254, NI 10.1.1.0/24
Router2 KM IP 24 202.2.2.2, 5% 202.2.2.254, M 192.168.1.0/24
Router0 HJECE W F: (Router2 M)

0.BCE &M 1P Rt

Router0(config)#int s0/1/1

RouterO(config-if)#ip add 200.1.1.1 255.255.255.0
RouterO(config-if)#exit

RouterO(config)#ip route 0.0.0.0 0.0.0.0 200.1.1.254
1.BCE acl LA HFrii

RouterO(config)#ip access-list extended vpnl
RouterO(config-ext-nacl)#permit ip 10.1.1.0 0.0.0.255 192.168.1.0 0.0.0.255
RouterO(config-ext-nacl)#exit

2.FR & IKE 31X

RouterO(config)#crypto isakmp policy 10
RouterO(config-isakmp)#authentication pre-share

Router0(config-isakmp)#hash sha [/ S B
Router0(config-isakmp)#encryption aes /I
Router0(config-isakmp)#group 5 //DH ZEH A # 2l
RouterO(config-isakmp)#exit

3.EE & IKE X ¥

RouterO(config)#crypto isakmp key [0] xxxx address 202.2.2.2
4.BLE IPsec ZTHE

RouterO(config)#crypto ipsec transform-set tranName esp-aes esp-sha-hmac
Router0(cfg-crypto-trans)#mode transport /18 AL i =
RouterO(cfg-crypto-trans)#exit

5.F¢ & vpn map

RouterO(config)#crypto map mapName 10 ipsec-isakmp

RouterO(config-crypto-map)#set transform-set tranName //VEBCAZ 4 4
Router0(config-crypto-map)#set peer 202.2.2.2 /15 LX) it
Router0(config-crypto-map)#match address vpnl //VLHE H FRii
RouterO(config-crypto-map)#set pfs group5s

6.0 LM vpn map

Router0(config)#int s0/1/1
RouterO(config-if)#crypto map mapName



RouterO#tshow crypto isakmp ? [/ X} ity
policy Show ISAKMP protection suite policy
sa Show ISAKMP Security Associations

RouterO#show crypto ipsec ? [/ FE ipsec FHRAE R
sa IPSEC SA table
transform-set  Crypto transform sets

52. L2TP VPN

RouterO(config)#aaa new-model
Router0O(config)#aaa authentication ppp default group radius  //{#J1] radius A 1E
RouterO(config)#radius-server host 10.1.1.33 auth-port 1645 key xxxx

Router0(config)#vpdn enable //FF )5 vpdn
Router0(config)#vpdn-group 2tp1 //81% vpdn 28
Router0(config-vpdn)#accept-dialin [/ EFE RS
Router0(config-vpdn-acc-in)#protocol [2tp /I 12tp B
Router0(config-vpdn-acc-in)#virtual-template 1 /B RS AR AR

RouterO(config-vpdn-acc-in)#exit
RouterO(config-vpdn)#exit

RouterO(config)#int virtual-Template 1 J/HEN R AR BC B 5 T
Router0(config-if)#ip unnumbered g0/0/1 //\P ik 2L FH 211 g0/0/1 11
Router0(config-if)j#peer default ip address pool L2tpPool  //45 7% ) it 4 T () 1P il
Router0(config-if)#ppp authentication chap default //ppp 1§ chap 5iiE
Router0(config-if)#ppp ipcp dns 8.8.8.8 J/45 % P BRI dins
Router0(config)#ip local pool L2tpPool 10.8.8.2 10.8.8.250 //7E X bk
RouterO(config)#

53. PPPoe fi %5 %%

RouterO(config)#aaa new-model

Router0O(config)#aaa authentication ppp default group radius  //11J1] radius A1
RouterO(config)#radius-server host 10.1.1.33 auth-port 1645 key xxxx
RouterO(config)#vpdn enable

Router0(config)#vpdn-group pppoel //81%E vpdn 28
RouterO(config-vpdn)#accept-dialin
Router0(config-vpdn-acc-in)#protocol pppoe //1% i pppoe 11X

RouterO(config-vpdn-acc-in)#virtual-template 2



RouterO(config-vpdn-acc-in)#exit

RouterO(config)#int virtual-template 2
Router0(config-if)#ip unnumbered g0/0/1
RouterO(config-if)#peer default ip address pool pppoePool
RouterO(config-if)#ppp authentication chap
RouterO(config-if)#ppp ipcp dns 8.8.8.8
RouterO(config-if)#ip nat inside

RouterO(config-if)#exit

RouterO(config)#ip local pool pppoePool 10.1.1.2 10.1.1.200
Router0(config)#tint g0/0/1

RouterO(config-if)#ip add 10.1.1.1 255.255.255.0

Router0(config-if)#pppoe enable [/ 10 FAERE pppoe

RouterO#show aaa sessions [/ BB G EN

54.%% H 2% Rommon 3

Rommon B 4E i, 7E Rommon TN AT DAL SO 2%t a8 B, T
DAY &R 24

HE LR Ctrl 2840 Break 58 3\ Rommon #3,. (Break #0 Pause )
(DRommon 3 T A S04 31 6 £ 2

rommon 1>
rommon 1> IP_ADDRESS=10.1.1.1 [/ VLB B 1P ik
// R BE1# FH Ethernet0/0 ¥ I
rommon 2 > IP_SUBNET_MASK=255.255.255.0 /] M FHERS
rommon 3 > DEFAULT_GATEWAY=10.1.1.254 IEES
rommon 4 > TFTP_SERVER=10.1.1.2 //TFTP Il %5+#5 IP
rommon 5 > TFTP_FILE=c3650xx-xx.bin [/ EALIE I S 44
rommon 6 > tftpdnld [/ titp R#E, FEEIEEHAE L

IP_ADDRESS: 10.1.1.1

IP_SUBNET_MASK: 255.255.255.0

DEFAULT_GATEWAY: 10.1.1.254

TFTP_SERVER: 10.1.1.2

TFTP_FILE: c3650xx-xx.bin

Invoke this command for disaster recovery only.

WARNING: all existing data in all partitions on flash will be lost!

Do you wish to continue? y/n: [n]: y //H5E
AR
rommon 7 > boot c3650xx-xx.bin //F8 58 A R B A% SO A A B))

RIGRG R



QO H KR F Y

SEHEE RS, %K Ctrl 80 Break £ N\ Rommon 5,
rommon 1 > confreg 0x2142 /327K A Bl Bk I e B S
rommon 2 > boot IEEEE

ARG EBE, FHMEEE S, BEEEN, R7T-.
Router>enable

Router#fcopy startup-config running-config ~ //JNZ% AL & LA

Destination filename [running-config]? /)X B H #z2 A

1973 bytes copied in 0.416 secs (4742 bytes/sec)

RouterO#

RouterO#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Router0(config)#enable password xxxx JEN- Rt
Router0O(config)#username coflee privilege 15 password xxxx  //1Z04H] ;2 01
Router0(config)#config-register 0x2102 /327 A B N AC B S A
Router0(config)#do write /PRI &

Building configuration...

[OK]

55. /1 P RUFR i &

1R 2 ZREHS A RN TVEAIHL g T 25 P o3 FC BAR IR, R 2 #ZEOR
FAENEH P B $5 2 AT privilege el FR e )L T, Al RERAEH WAFHA L2
o

B BRI 50 PR ERUR 2 e i AR 8 15 NER, R

BN B R T — € PIBUR CRIBESAT a2, A - i), $i5 72 H privilege
level 2 J5, ZH P #AX—Z 0 HIBIR

WERAVEF RGN, BUZ#HNA>—REEA, FTFEHA enable %34 HEl
NFFAUH P RS A0 B P 3N enable 2505 J5 #0072
AR (B , X E AR ?
HMA S EE, G#E— N admin, BUERZHIN 15, R RS )5, &FHN

PR 221 -

Username: admin

Password:

Router0>show privilege /1B 4T H P BUR
Current privilege level is 1 JIR R E A 1, Bk

*XREARFE)L?



RURATRATT A SR B P i 45 e FEAUBR 2459108 level-15, 15}?‘&75? SE XA
level k25 P8, FrCLE B RGEMH P, ABEATIE € FIARZHEA level
1), HSLHESE—FER (leve-1) , WARXA. RIGHEA enable %15, HEREEIRTE
level-15 FIALFR . (B EE Sl 2R AR E D)

* AT 7R EAN i — 2% aaa FITBUREE
RouterO(config)#aaa new-model
RouterO(config)#aaa authorization exec default local
//exec HAERBRZAAE FIARFZAL, RIEHH P H privilege [ level Sk EtE
RouterO(config)#line vty 0 4
RouterO(config-line)#authorization exec default

[N E vty b, EHSLZES, RERELHREILE

XY H P RS R E, BOASE AN SRR - S,
TEZ A show privilege K, E?U%%Eﬁd@ﬂﬁ)ﬁﬁq‘%%ﬁg level
IRJE BEPAT 1% level BUR T AT 4

* level ST H 7 BRIAZ 40K level IRIIALPR, w2 Ui an 4y level-5 45 7€ o VEAEH
fir 4 write, ML level-5 &AM level #HH1ZMIR T .

GRARGE UL T 5 AE H Ei‘Z/l\ level SZFFIImTS CEPIHA BIALRE)
* AR 0 i P 43 B A A1 1 A 2
RouterO(config)#privilege exec level 5 configure ter J/ZRRE ) 5 B OBk
P>— WG, 7 LPAAT configure ter 74>

Router0(config)#privilege configure all level 7 interface [/ R 7 W st
ANBCEB S, 7] CAHAT DL interface LI PT A i 2

Router0(config)#privilege configure all level 10 i |p [/ R ) 10 B H
ANEEEHRASG, TRAPAT L ip kB PrA dr 4

i 4 T all F AT DB HR TR E fy 4 T T 4
It 1T B 3 53 LR 10 5 0 P Bl AT 0

*RUTHUEE] M enable H Y/ #0A 1E B AR, XIGREA—[RIFHRE?

RouterO>enable ?

<0-15> Enable level //enable JGHIE ] AEEEL T, KR level

view Set into the existing view

<cr>

RouterO>enable J/JERIATAERIN enable 5, H4 /& enable 15 251,

% E enable BRI BRIA 2 ¥ B 1) enable 15 (250, Fr LIRS ZHERI enable
B, A EEHENT level-15 FEFRUE L .



* B DUIE A PRS0 2 A R [ level 132 B X R enable 2515
RouterO(config)#enable secret level 7 passxxx
RouterO(config)#enable secret level 10 passxxx
RouterO(config)#enable secret level 15 passxxx

*9R 5 F PRSI N enable I3 E 3 NTE level:

Router0>

RouterO>enable 7 J/HEN level-7 HIAFAURR =

Password:

RouterO#

RouterO#show privilege

Current privilege level is 7 /] AR level-7

Router0(config)#? [JHEANBCERES)E, BER TR G4

Configure commands:

do To run exec commands in config mode

end Exit from configure mode

exit Exit from configure mode

interface  Select an interface to configure [/ 52 AR Dij!//‘ level-7 %)
//EC Y AT PRAT ) i 2>

no Negate a command or set its defaults

RouterO(config)#

KN EZEE ARSI,

AR RIARAT, 7T LLR [ B4R AUE 0, P4\ enable 10 BY enable 15 1X L4
=N IRAT T

RouterO#enable 15 [/ENE B GO, A enable & —FE)
Password:

RouterO#show privilege

Current privilege level is 15

WERSEAFAR K A2 4x, A FE LR, 7T LLE S disable 5 25 LU =4 Fif 2001 IR HY
w7 -

RouterO#disable 5

Jé%:

1005 A P AT BLE P R E AR IR level
HEREFIXA level A28, 75 B E X aaa 1) exec TR AT ZFFAE line con 0 B¢ line vty
R FHFRAL
3 AAFEIE level 730 FCAIN I i 2
4.9 B AN[A level i enable 14
S5HPEFR RS G EH N PR, Hi enable B Ziif5 BH 2L 3E A1) level
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